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Abstract—Backdoor attacks have become a security threat to
deep neural networks (DNNs), in which an attacker embeds
a secret behavior into a DNN by poisoning a few training
data. To address the backdoor threat, some defense strategies
employ outlier detection algorithms to identify poisoned samples
in hidden representation space. However, these defenses remain
vulnerable to adaptive attacks as their representation separability
assumption could be broken. In this paper, we aim to boost
existing defenses by leveraging insights from the label smoothing
technique, demonstrating its effectiveness in distinguishing poison
from benign samples. Our analysis uncovers the role of label
smoothing as a regularization technique that enhances hidden
class separability in the penultimate layer of a model. Building on
the label smoothing, we introduce Learning Speed-driven Label
Smoothing (LS?): a simple yet novel approach that assigns an
adaptive smoothing rate based on the model’s “learning speed”
for each sample. Extensive results show that LS> can bolster the
discernibility between poison and benign samples, enhancing the
efficacy of defenses relying on hidden separability. Incorporated
with LS?, existing hidden-separation-based defenses achieve state-
of-the-art poison sample removal rates (P.,) against adaptive
attacks. Code is available at https://github.com/JiePeng104/L.S2.

Index Terms—Deep Neural Networks, AI Security, Backdoor
Defenses, Label Smoothing

I. INTRODUCTION

S deep learning algorithms demand substantial training
data, it’s a common practice to gather training data from
various sources. However, such practice opens up opportunities
for attackers to manipulate the behavior of a system by
inserting poisoned instances into the training data. One of the
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Fig. 1.  Adaptive backdoor attacks can easily bypass defenses based on
hidden separation (i.e., robust filter), as the underlying assumption of hidden
separability is compromised. In this work, we show that the hidden separability
can be largely boosted when training the model with our LS? instead of the
standard approach. Thus, such separability enables the corresponding defense
to successfully remove poison samples from various attacks.

most potent forms of poisoning attacks is the backdoor attack,
in which the adversary embeds a backdoor into the model,
enforcing the model to change its prediction when a trigger
is present [1]. Detecting such attacks is challenging because
the model’s behavior remains unchanged on clean inputs.
Moreover, Carlini et al. [2] recently showed that modifying
a small fraction of web-scale datasets is sufficient to implant
a backdoor into the victim model.

To mitigate the risk of backdoor poisoning attacks, some
defenses have tried to remove the implanted backdoor by
repairing the model with a few clean instances [3]-[5], while
others have sought to detect and filter out the adversarially
crafted training data by unique characteristics during the train-
ing stage [6]-[8]. Based on the observation that representations
at hidden layers of poisoned and benign are separable, a line
of defenses has succeeded in defending against a range of
backdoor attacks by discarding the malicious samples [6], [9],
[10]. These defense strategies follow a common approach to
train a DNN on the malicious dataset. After that, they extract
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the representations in hidden layers from the polluted model
and perform variants of the outlier detection algorithm to
identify poisoned samples. As a part of these defenses being
developed from robust estimation, they come with probabilistic
guarantees for correctly identifying a sufficient number of poi-
soned samples. Despite the effectiveness of hidden-separation-
based defenses, they are facing new challenges from adaptive
attacks [11]. In the context of adaptive attacks, an attacker
can create poisoned samples with careful design to break
the fundamental assumption of hidden separability, ultimately
evading these defenses. Besides, as previously discussed by
Hayase et al. [10], some of these defenses may fail to
remove the poisoned samples when there is a small number
of poisoned data.

The key insight of our work is to address the above
challenges by first connecting label smoothing to existing
hidden-separation-based defenses. We leverage the effect of
label smoothing in increasing class separation [12], [13] to
boost the latent separability between benign and poison data,
thus making the representations conform to the assumption
of hidden-separation-based defenses. Specifically, to better
understand how label smoothing enhances representations, we
explore its role as a regularization technique for improving
class separation in the penultimate layer. Our analysis reveals
the implicit impact of label smoothing on hidden represen-
tations. We also find the fundamental differences in area
under the margin (AUM) [14] values between poison and
benign samples, where AUM is an metric to assess whether
the model quickly learns a sample. Unlike benign samples,
various poisoned samples either exhibit an “easy-to-learn” or
“hard-to-learn” behavior. Building upon these findings, we
devised a novel learning strategy, Learning Speed-driven Label
Smoothing (LS?), to separate poison and benign samples in
latent spaces. Instead of setting a fixed smoothing rate, we
adjust the smoothing rate of each sample depending on how
“quickly” the model learns them. We show that LS? can
enhance the performance of hidden-separation-based defenses,
including Activation Clustering (AC), Spectral Signature (SS),
SCAn and SPECTRE (shown in Fig. 1). Overall, our main
contributions are:

o We propose a simple yet novel learning strategy, Learning
Speed-driven Label Smoothing (LS?), to intensify the
separation between poisoned and benign samples.

e To shed light on how label smoothing boosts hidden
separability, we reform it as a regularization term and
demonstrate its implicit impact on class separation in the
penultimate layer.

o We also identify the fundamental disparities in AUM
values between poisoned and benign samples. Based on
such a characteristic, LS? successfully separates poison
samples from clean ones, even when against adaptive
attacks or attacks with only a small number of poisoned
data.

« Extensive experiments demonstrate that existing hidden-
separation-based defenses, with LS2, achieve an average
improvement of 48.67% on CIFARIO and 55.68% on
GTSRB in P, against adaptive attacks. We also show

that the combination of LS? and SPECTRE is robust to
8 state-of-the-art backdoor attacks.

II. RELATED WORK
A. Backdoor Attacks

The objective of a backdoor adversary is to make the
victim model (DNN) capable of accurately predicting the
ground-truth labels for clean inputs while assigning a specific
target label to inputs embedded with the trigger [1], [15]. To
achieve the attack goal, a backdoor attacker usually poisons a
portion of the training set by injecting a pre-designed trigger
and relabeling them as the target labels. The trigger patterns
can be simple pixel squares, real-world objects like a plant
[16], or even be invisible patterns [17]-[20]. As mislabeled
input-label samples would be easily detected as outliers,
some studies have explored methods for performing backdoor
attacks without flipping the labels of poisoned samples [21]-
[24].

To evade the hidden-separation-based backdoor defenses,
a series of backdoor attacks have attempted to reduce the
hidden separation between benign and poisoned samples by
optimizing the victim model [25], [26]. However, this type of
attack violates the fundamental threat model of a backdoor
poisoning attack, where the attacker should only have access
to the training data rather than being able to manipulate the
entire training process. More recently, Qi et al. [11] intro-
duced an adaptive backdoor strategy capable of significantly
reducing latent separation. In their adaptive attack, adversaries
utilize distributed triggers [27] to make poison samples more
challenging to detect. Furthermore, to obscure the correlations
between the trigger and the target class, only a very small
number of poison data is injected into the dataset, and not
all trigger-attached samples are re-labeled to the target class.
Despite its simplicity, such adaptive attack is highly effective
and poses a new challenge for separation-based defense mech-
anisms. To formally characterize adaptive strategies against
certain backdoor defenses, we define them as follows:

Definition 1 (Adaptive Backdoor Attack). An adaptive back-
door attack refers to an adversarial strategy in which the
attacker, having prior knowledge of the model’s defense mech-
anisms, tailors the backdoor trigger and poisoning process to
specifically circumvent these defenses.

In Section V, we will evaluate the effectiveness of our
proposed method (LS?) not only against two adaptive attacks,
Adap-Blend and Adap-Patch, proposed by Qi et al. [11], but
also against an attack that we adaptively design based on the
strategy of LS?.

B. Backdoor Defense

1) Training-time Defense: Hidden-separation-based de-
fense is a typical training-time defense, where the defender
must train clean models (DNNs) on a polluted dataset. It
is widely observed that representations at the intermediate
layers of poisoned and benign samples generated by cer-
tain attacks are distinguishable. Based on such observation,
Tran et al. [6] designed an algorithm, Spectral Signature (or
PCA), to isolate the malicious samples with probabilistic solid
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guarantees. Additionally, Chen et al. [9] proposed employing
clustering algorithms to separate benign and poisoned data.
Subsequently, two more effective defenses, SCAn [28] and
SPECTRE [10], were introduced. Specifically, these defenses
mainly rely on the latent separability (or hidden separation)
assumption, which can be defined as follows:

Assumption 1 (Latent Separability). Latent separability as-
sumes that backdoor examples and clean examples are sepa-
rable in the latent space of a neural network, particularly in
its intermediate layers.

While the family of hidden-separation-based defenses has
proven successful in specific regimes, as mentioned earlier, it
is facing a new challenge from adaptive backdoor attacks [11].

Aside from hidden separability defenses, other training-
time defenses also sieve out malicious data to mitigate the
backdoor threat, but they utilize different characteristics of
the backdoored samples [7], [29]-[31]. Among these defenses,
DBD [30] and D-BR [31] also leverage some special charac-
teristics of poison representations to eliminate the implanted
backdoor. Despite sharing similarities with hidden-separation-
based defenses, the effectiveness of DBD and D-BR relies
on self/semi-supervised learning, which differs from the stan-
dard supervised learning procedure employed in SS, AC, and
SPECTRE.

2) Other Defenses: Other defenses can be divided into
testing-time defense and model defense. Testing-time defense
is designed to detect if input data is poisoned and filter
malicious samples to prevent the attacker from triggering the
backdoor during the inference stage [32], [33]. On the other
hand, model defense is performed after the training stage,
where the defender can own a small set of clean data and
computational resources to repair the polluted model. The
primary goal of model defense is to eliminate the backdoor
thoroughly implanted into the model [4], [S], [34], [35].

C. Label Smoothing

Label smoothing is a commonly used technique to improve
the generalization of a DNN [36]-[38]. Instead of training
the model with one-hot label vectors, label smoothing works
by mixing the original targets with a uniform distribution
and then computing the softmax cross-entropy concerning the
model’s logits output. This technique is generally understood
as a regularizer that mitigate the model from “over-fitting”
problems. Inspired by the calibration effect of label smoothing,
some backdoor attacks relabel the poisoned samples to the
target class with a small probability rather than 100% [11],
[39]. Such a poison strategy can improve the stealthiness
of backdoor attacks. Besides the calibration effect of label
smoothing, it is empirically studied that label smoothing can
lead to greater class separation [12], [13]. Based on the class
separation effect of label smoothing, our work aims to boost
the hidden separation for backdoor defenses.

III. PRELIMINARIES AND THREAT MODEL

1) Multiclass Classification: For a classification task with
K classes, we seek to find a function (model) F' to classify

any instance X into one of labels Y = {1, 2, ..., K'}. Usually,
F(-) can be decomposed as F(-) = W f(-), where f indicates
the feature extractor and W is the projection weights of the
last linear layers. Meanwhile, let D = {(z;,v;)})Y, denote
a training set, where each «; indicates the training sample
and y; is the corresponding label vector. In the general case,
y € {0,1}¥ is a one-hot vector, with only the ground-truth
y equal to 1. To find a F' : X — R fitting the distribution
from which D is drawn, we can minimize the empirical risk
R(F;D):

R(va) = E(m,y)eD e(F(x)vy) = _E(m,y)eD 1ngy(w)a

oxp{F(x) } — _ xp{(Wi,f(z))}
> exp{F(x);} S exp{{W,f ()}
the likelihood the model assigns to the k™ class and ¢ is the
softmax cross-entropy.

2) Label Smoothing: Different from the vanilla training
setting, label smoothing uniformly smooths the one-hot vector
y with a constant coefficient « in the range of [0, 1] [36]:

where pi(x) = is

LS,a -
CY=1-a)- —-1 2
y I-a)y + 2L 2
where I is an all-one vector. The empirical risk for label

smoothing (LS) can then be expressed as follows:

Definition 2 (Empirical Risk of LS). The empirical risk based
on softmax cross-entropy for label smoothing is defined as:

R(F;D)L&a = E(m,y)GD E(F(w)ayLSO{)

K
= E@gyen ((1 — a)logpy (@) + = > logpm)).
k=1
3)

3) Threat Model: In line with previous studies on backdoor
attacks, we consider a scenario where an adversary can ma-
nipulate a portion of the training data but does not train the
model personally. Formally, let’s consider a backdoor attacker
who has created a malicious training set Dyqp, = Dy U D,,.
Here, D, = {(®;,y;)}i=1 indicates the dataset that only
contains benign samples. Meanwhile, D, = {(&;, §;) }i=1 is
the poisoned dataset where &; denotes the poisoned sample
and gy, indicates the target one-hot label vector. Then, the
poisoned rate ¢ is defined as € = |Dy| / |Dadw|- When a victim
train a model on the adversarial dataset D,q4,, the empirical
risk of both benign and poisoned samples is minimized.
Consequently, the compromised model would behave normally
on the benign samples but output the target labels when trigger
patterns are present. A hidden-separation-based defender needs
to train on the polluted dataset and filters out the malicious
samples effectively. The defender must ensure that the model
is not backdoored by the poisoned data while also maintaining
accuracy on clean data.

IV. THE PROPOSED METHOD

In this section, we first give a theoretical analysis of the class
separation effect of label smoothing. Then, we present the
observation result of the disparities in AUM values between
poisoned and benign samples. Putting these all together, we
introduce our adaptive smoothing strategy, LS?, to boost the
hidden separation for backdoor defenses.
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A. Class separation effects of label smoothing

Previous studies have investigated how label smoothing
affects the hidden representations extracted from DNNs [13],
[40], [41]. Their primary empirical observation is that label
smoothing helps increase class separation and enforce tight
clusters. While existing theoretical analyses of the mechanisms
behind label smoothing mainly focus on its impact on entropy
regularization [42], denoising effects [40], [43], and enhancing
generalization [44], a theoretical explanation for why label
smoothing can produce better class separation still needs to
be explored. Thus, we study its role as a regularizer with
respect to the weights W of prediction linear layers and
hidden representation f(x) and get the following theorem.

Theorem 1. The emperical risk based on cross-entropy of la-
bel smoothing R(F)™% is equivalent to the vanilla emperical
risk R(F') with one additional regularization term Q(F):

R(F;D)"5 = R(F;D)+ - Q(F), ()

where Q(F) = Bz yyep Sopey (W, — Wi, f()).
Proof. See Appendix A. [

From Theorem 1, we see that label smoothing can be
regarded as a regularization term 2(F"), which influences both
W and f(z). For each sample pair (x;,y;), to minimize
Q(F"), the learning algorithm should decrease the output of the
y" class F,(z) = (W, f(x)) while increasing the outputs
for the other k™ classes. Such an effect aligns with the role of
label smoothing in preventing the model from becoming overly
confident. Nevertheless, how does it affect the penultimate
layer representation f(x)?

As the gradient of Q(F') with respect to f(x) depends on
the weights W, it is not possible to directly compute such
gradient without knowledge of ff—‘z‘;). From another point
of view, we can observe that minimizing the regularization
term Q(F) essentially amounts to decreasing the cosine sim-
ilarity between d, = Zszl[Wy — Wy] and f(x). Thus,
for each sample pair (x;,y;), the gradient of Q(F) with
respect to f(x) is significantly influenced by the directional
vector d,. Simultaneously, the degree to which this gradient
is influenced depends on the coefficient o/ K. Consequently,
when performing gradient descent, the orientation to update
representations of samples from the same class y is guided
by the same correction direction vector d,,. Moreover, for two
samples from different classes y; and y., the update of their
representations would be affected by distinct directions d,,
and d,,. Therefore, as a regularization with coefficient « /K,
label smoothing is beneficial for enhancing class separation
and making each label cluster tighter.

We further validate our analytical findings by training
PreActResNet-18 networks with different smoothing strategies
on CIFARIO0 [45]. We then visualize the corresponding hidden
representations of three classes from CIFAR10 using t-SNE
[46], as shown in Fig. 2. Fig. 2a presents the visualization of
the representation generated by the model trained using the
vanilla cross-entropy loss (Equation (1)). Fig. 2b displays the
results for the model trained with standard label smoothing

Label0
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-80 -60 —-40 -20 O

(a) Vanilla
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Fig. 2. Visualization of penultimate layer’s activations of PreActResNet-18
on CIFAR10 with different label smoothing settings.

(Equation (3)), where o = 0.1. For Fig. 2c and Fig. 2d, we
randomly split the data for each class into two equal groups
and set the corresponding smoothing rates to «; and as. For
example, in Fig. 2c, we first divide the data from each class C
into two equal groups, G'¢1 and G¢ 2, and set the smoothing
rate to a3 = 0.1 for G¢,1 and ay = 0.4 for G¢ 2 across all
classes.

As shown in Fig. 2b, setting o = 0.1 results in more
compact representation clusters for each class compared to
the result without smoothing, which is consistent with prior
research findings. When we divide the data for each class
into two equal parts and apply different smoothing rates, as
illustrated in Figs. 2c and 2d, the clusters for each class are
visibly split into two distinct groups. This effect is especially
pronounced when the smoothing rates are set to a; = 0.1 and
ag = 0.7, leading to a more noticeable intra-class splitting.

However, we encounter an issue when we redirect our
focus to our initial objective of improving separability-based
backdoor defenses. We notice that label smoothing has a
limited impact on distinguishing between benign and poisoned
samples belonging to the same class. The regularization term
Q(F) applies the same correction gradient to both clean and
poisoned samples, resulting in minimal change in the relative
Euclidean distances between their representations.

B. Learning Speed-driven Label Smoothing

An ideal way to separate the representations of clean and
poison samples is to assign an adaptive smoothing rate o for
each sample. As we do not know which data points were
contaminated, we demand additional characteristics to guide
us in setting the smoothing rates for data within each class.
Here, we use a metric, AUM [14], to assess whether the model
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Fig. 3. The comparison of the AUM value in different epochs of PreActResNet-18 on CIFARI10.

quickly learns a sample. Based on the AUM metric, samples
with high AUM values are considered “easy-to-learn” and are
assigned a higher smoothing parameter. In contrast, samples
with low AUM values would receive a lower smoothing rate.

1) Area Under the Margin: As introduced in [14], the AUM
metric is a technique initially used for identifying mislabeled
data in noisy label learning, which utilizes differences in logits
of benign and mislabeled samples during training. Despite
the different assumptions and scenarios of label noise and
backdoor poisoning attacks, we find significant differences
between clean and backdoor poison samples in this metric.
Suppose that z(*) (x) is the logits vector (pre-softmax output)
when model F' classifies a sample @ labeled as y at epoch t.
For each iteration, the algorithm would record a margin value:

M(z,y) = 2{0(x) — 2 (2), )

where zl(t)(ac) = max;, zj(-t)(:c) is the largest logit except
z?(f) (x). After training for T epochs, a sample’s margin is
averaged at each epoch to get the area under the margin (AUM)

value:
T

T 1 t

For a data pair (z, y), AUM can also be used to assess whether
the data is “easy-to-learn.” A higher AUM value indicates that
the model can quickly memorize the data, while a lower AUM
value suggests that the data is less conducive to learning.

Fig. 3 presents the averaged AUM values of different types
of samples at each epoch. In the evaluation, we performed
eight attacks on CIFARI1O, including six label-flipping attacks
(i.e., BadNets, Blend, ISSBA, LF, Adap-Blend, and Adap-
Patch), and two clean label attacks (i.e., LC and SIG). As
shown, with the growth of the training epoch, the AUM values
of both benign and poisoned samples are rising. Since the

benign samples account for a large proportion of training
data in the backdoor attack scenario, the averaged AUM of
benign samples is nearly identical to the AUM value of all
the samples.

In addition, except for the SIG attack, the curve repre-
senting the poison AUM for other attacks always remains
below the curve for benign samples. We also observe that
during the early stages of training, the AUM values of poison
samples within each class exhibited significant differences in
most cases when compared to the averaged AUM of all the
intra-class samples. This observation implies that benign and
poisoned samples have distinct learning difficulty levels.

To further explore the distribution of AUM values during
the early learning epochs, we illustrate the density of AUM
values for eight attacks at the 10" epoch in Fig. 4. It can be
observed that the AUM values of these label-flipping attacks
are generally lower than those of benign data. However, the
results for clean label attacks, as shown in Figs. 4e and 4f, do
not follow the same pattern. For LC attack, the AUM values
of the attack data are similar to those of benign samples, while
in the SIG attack, the AUM values of the attack data are
higher than those of clean data. This phenomenon is due to
the similarity between label-flipping attacks and the noisy label
problem. In label-flipping attacks, malicious samples’ original
labels differ from benign ones, rendering them “hard-to-learn”.
Conversely, the poison samples do not undergo label changes
in clean label attacks. However, with the addition of certain
adversarial perturbations or specific triggers, their AUM values
become similar to those of benign data, indicating that they
are “easy-to-learn.”

Building upon these observations, we make the following
assumption regarding the AUM values for poisoned and clean
samples, which helps us explain the latent separability effects
of LS.



PREPRINT

Benign Samples 2.00
Poisoned Samples 175

Benign Samples
Poisoned Samples
1.50
2125
i}
5 1.00
1.0 8
0.75
05 0.50

0.25

0.0

0.00,
~1.00-0.75-0.50 —0.25 0.00 0.25 0.50 0.75 1.00 ~1.00-0.75-0.50-0.25 0.00 0.25 0.50 0.75 1.00

(a) BadNets (b) Blend

175 Benign Samples
1.50 Poisoned Samples 3.0

Benign Samples
Poisoned Samples

125
ol
3 1.00
2
3
8075
0.50

0.25

0.00 0.0

-0.75 -0.50 -0.25 0.00 0.25 0.50 0.75 1.00 —-0.75 -0.50 -0.25 0.00 0.25 0.50 0.75 1.00
AUM AUM

(e) LC (f) SIG

. 175 .
2.00 Benign Samples Benign Samples
175 Poisoned Samples 1.50 Poisoned Samples
1.50 125
> >
2125 Z1.00
% 1.00 &
o™ 0075
075
050
0.50
025 025
0.00 0.00
~1.00-0.75-0.50-0.25 0.00 0.25 0.50 0.75 1.00 ~1.00-0.75-0.50-0.25 0.00 0.25 0.50 0.75 1.00
2.00 Benign Samples Benign Samples
175 Poisoned Samples 2.0 Poisoned Samples
1.50
15
2125 2z
@ @
3 1.00 §
o™ o 1.0
075
0.50 05
025

0.00

0.0
-1.00-0.75-0.50-0.25 0.00 0.25 0.50 0.75 1.00 -1.00-0.75-0.50-0.25 0.00 0.25 0.50 0.75 1.00

(g) Adap-Blend (h) Adap-Patch

Fig. 4. The comparison of AUM value density between benign and poison samples of PreActResNet-18 at 10" epoch on CIFAR10.

Assumption 2. We assume that poisoned samples and clean
(benign) samples exhibit different Area Under Margin (AUM)
values during the early stages of training. Specifically, the
AUM values of poisoned samples within each class exhibit
significant differences when compared to the averaged AUM
of all the intra-class samples.

Here, we highlight that the terms “hard-to-learn” and “easy-
to-learn” used in our paper are defined under the AUM metric.
While some prior studies have employed similar terms, they
may refer to different metrics for filtering poison samples.
Section S.IV in the supplementary material provides more
comprehensive discussion and additional results.

2) Smoothing Strategy: Following the above analysis, we
propose a new training strategy to enhance the distinguisha-
bility of poison and benign samples in their representations.
The intuition behind our algorithm is to apply a larger label
smoothing rate to samples with high AUM values (referred
to as “easy-to-learn”), while applying a smaller rate to those
with low AUM values. Our approach initially intends to mit-
igate the “over-fitting” problem. Since the AUM distribution
between benign and poisoned samples differs, it also implicitly
separates poisoned samples from clean ones, in line with
the analysis in Section IV-A. Specifically, we employ linear
transformation to rescale all AUM values to fall within a
predefined smoothing rate interval [0, 5]. Then, we obtain the
smoothing rate «; for each sample pair (x;,y;):

AUM” (z;, ;) — AUML.
AUML — AUML

max

a; =3

)

We give the pseudocode in Algorithm 1. In the warm-up
phase, we initially employ a small «, such as 0.1, to smooth
all labels in the dataset and proceed with model training,
recording the corresponding M*(-) at each step. At a specific
epoch T', we re-smooth all label vector y; using the smoothing
rate «; and then continue training the model on the malicious

Algorithm 1 Learning Speed-driven Label Smoothing

Input: Malicious dataset D,,, = {(x;, y:)} Y1,
Maximal epoch E, Warmup smoothing rate c,
Warmup epoch 7', Upper smoothing bound 3

Output: Model trained with LS?

Initialize F' with parameters 6;

Compute smoothed label y; = ylL S’a, VYy; € Dy

Let Dy, = {(@s, §:) }Hlss

fort=1to E do

Using SGD, update 6 to minimize R(F; ﬁm);
Using 5, compute M*(z;,y;), Y(xi,Y;) € D
if t == T then
Using 6, compute AUM (x5, 1;), V(x;,¥y;) € Din;
Using 7, rescale AUMT(:cZ-,yZ-) to «; falling in the
interval [0, 8] , V(x;,y;) € Dp;
Re-smooth label vector y; = yzL Sha ,Vy; € Dy
end if
end for
return model F' with parameters 6

dataset. It is important to note that our algorithm differs from
other dynamic label smoothing training strategies in that we
adjust the smoothing rate only in the 7™ round, rather than in
every round [41], [44].

Here, we emphasize that we cannot directly separate poison
samples from the rest by AUM values, as we cannot determine
whether the AUM values of poison samples are higher or
lower than those of the overall data. Nevertheless, based on
this characteristic, we can still assign an adaptive smoothing
rate to each sample data within each class. For example,
when against adaptive attacks, LS? assigns low smoothing
rates to the poison samples as they exhibit “hard-to-learn”,
Figs. 3g and 3h. Conversely, benign samples receive a higher
smoothing rate. Thus, after training the model with LS?, the
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latent separability can be preserved.

C. Theoretical Analysis of LS’

In this section, we analyze the empirical risk of the LS?
algorithm and its impact on class separability in the latent
space. The adaptive label smoothing rate «; for each data point
x; plays a crucial role in improving the robustness of the
model against backdoor attacks. The empirical risk for the LS?
algorithm, where the smoothing rate «; is adaptively allocated
for each data point x;, is defined as:

Definition 3 (Empirical Risk of LS?). The empirical risk for
the LS? strategy, where the smoothing rate «; is adaptively
allocated for each data point x; using Equation (7), is defined
as:

2 .
R(F’D)LS P = E(:c,-,yi)ED E(F(m)?yLSPLl)

K
Q;
= _E(miyyi)G'D ((1 - ai) logpyi (:BZ) + ? ZIngk(w’i)> .
k=1
3

It’s easy to see that, unlike the standard label smoothing
loss (Equation (3)), every sample pair (x;,y;) has its own
smoothing rate «; in LS%. Moreover, by applying Theorem 1,
we can also reformulate the empirical risk by including the
regularization term QLS®. B This term captures the influence
of label smoothing on the model’s learning behavior, promot-
ing better separability between the feature representations of
poisoned and clean samples.

K
2 (673
QY A(F) = E(a, yyep D 2 (W, = Wi, f(z)). )
k=1

Thus, we can express the empirical risk of LS? as:

RYSSB(F;D) = R(F;D) + QY5 F(F).  (10)

Using the LS? strategy, for samples belonging to the
same class y;, their latent representations are updated in
the same direction, guided by the same correction vector
d, = S5, [W,, — Wy]. This effect is analogous to LS,
as it tightens the feature clusters for each class.

The impact of LS? on the latent separation between poi-
soned and clean samples is primarily driven by the adaptive
smoothing rate «; assigned to each sample. For both clean
and poisoned samples belonging to the same class y;, their
penultimate latent representations are influenced by the same
direction vector d,,. However, the degree of influence of d,,
on the feature representation f(x;) depends on the smoothing
rate «;, which varies for each sample.

Given Assumption 2, the adaptive nature of o; ensures that
the regularization effect on poisoned samples differs from that
on clean samples. This differential adjustment enhances the
latent separation between the two types of samples in the
feature space. Formally, let the feature representations of a
clean sample . and a poisoned sample x, from the same
class y; be denoted as f(x.) and f(x,), respectively. Then,
when considering only the effect of Q5 * B (F), the difference
in adjustments between x. and x, can be expressed as:

a, o
ar= (3 %)
where o, and a represent the smoothing rates for x,, and x.,
respectively. This linear relationship implies that the greater
the difference in «; values for poisoned and clean samples,
the greater the separability between the two types in the latent
space. Recall that Figs. 2c and 2d shows that the clusters
for each class are visibly split into two distinct groups when
different smoothing rates are applied to the data. Based on
the above analysis, as long as the AUM values of poisoned
and clean samples differ significantly, the poisoned and clean
samples are expected to be separated in the latent space, as
shown in Figs. 2c and 2d. The T-SNE visualization in Fig. 5
further supports this claim.
Thus, the adaptive label smoothing in LS? works to:

(1)

« Tighten the feature clusters for each class, improving their
separability from other classes.

o Increase the distance between poisoned and clean samples
in the latent space, thereby improving latent separation.

Intuitively, the use of label smoothing in the LS? training
strategy makes it harder for the model to learn each sample,
as the sample labels are smoothed. However, as discussed in
the previous analysis, the purpose of using label smoothing
is to leverage its effect on the penultimate representation
distribution of the data, thereby improving the model’s ability
to distinguish between clean and poisoned samples.

Additionally, LS? can be viewed as a special form of
adaptive label smoothing, and many studies have shown that
adaptive label smoothing strategies do not negatively affect
the model’s convergence [47], [48]. Therefore, LS? can be
considered an effective strategy to enhance the model’s ability
to distinguish between clean and poisoned samples. On the
other hand, the analysis above is based on the assumption in
Assumption 2. Given the possibility that Assumption 2 may
not hold in certain cases, we design an adaptive attack in
Section V to validate the robustness of LS.

V. EXPERIMENTS
A. Experimental settings

1) Attack configurations: We consider 8 typical backdoor
attacks: BadNets [1], Blend [15], ISSBA [19], Low Frequency
(LF) [20], Label Consistent (LC) [21], SIG [22], Adap-Blend
and Adap-Patch [11]. BadNets and Blend are two classical
label-flipping attacks with fixed trigger patterns. ISSBA and
LF are sample-specific poison attacks where the trigger is
independently generated for each poison sample. LC and
SIG are two effective clean-label attacks. Adap-Blend and
Adap-Patch are adaptive attacks specifically designed against
hidden-separation-based defenses. Following the prior studies,
we conduct all of these attacks and defenses on CIFARI10,
CIFAR100 [45] and GTSRB [49] using Pre-activation-ResNet-
18 [50]. To further validate our method, we also conducted
experiments using VGG19-BN on CIFAR10 and ImageNet100
[51] (with each class containing 1300 training images).

On the CIFAR10, CIFAR100 and ImageNet100 datasets, the
target label for all backdoor attacks is class 0, corresponding
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to the specific class names “airplane”, “apple” and “tench”
. On the GTSRB dataset, the target label for all backdoor
attacks is class 4, corresponding to the specific class name
“70-speed”. In line with the settings of Adap-Blend and Adap-
Patch attacks [11], we set the poison rate as small as possible
while ensuring that the attack success rate for each attack
remained sufficiently high. Unless otherwise specified, the
poison rates of various attacks are set as follow:

For CIFARI10, all attacks except for BadNet and ISSBA
have a poison rate of € = 0.3% (150 poison samples). Since
the ASR values for BadNet and ISSBA at e = 0.003 are below
10%, they are not considered successful backdoor attacks.
Therefore, we set the poison rate for these two attacks to
e = 1% (500 poison samples). In the case of GTSRB, the
poison rate for all attacks is ¢ = 0.4% (157 poison samples).
Due to the low success rates of most backdoor attacks on
the CIFAR100 dataset when the poisoning rate € is set to a
low value, we choose to use ¢ = 1% (500 poison samples).
However, CIFAR100 has only 500 training samples per class.
Therefore, at this poison rate, all data under the target label of
clean label attacks would be replaced with poison samples,
which does not align with the basic premise of backdoor
attacks. Additionally, both LC and SIG attacks have poor
attack performance at lower poison rates, with success rates
below 40%. Therefore, we opt not to conduct experiments with
clean label attacks on CIFAR100. For ImageNet100, we set the
poison rate to 0.5% (650 poison samples) for all attacks.

2) Defense configurations: For hidden-separation-based de-
fenses, we consider four defenses as the baseline: Spectral
Signature (SS) [6], Activation Clustering (AC) [9], SCAn [28]
and SPECTRE [10]. Additionally, we also include 7 state-of-
the-art backdoor defenses: NC [3], ABL [7], ANP [4], - BAU
[5], AWM [52], DBD [30] and D-BR [31]. 5% of the clean
training dataset is provided for defenses demanding clean data.
All other settings are identical to the default configuration in
their original papers for fair comparisons. Regarding standard
label smoothing, we set the smoothing rate « to 0.1. For our
smoothing strategy, we initially smooth the label with a rate
of 0.1 during the warm-up stage. In the case of CIFARI1O0,
CIFARI100 and ImageNet100, we set the warm-up epochs
to 10, while for GTSRB, the warm-up epochs are set to 2.
Afterward, we set the upper smoothing bound 5 = 0.2.

See Section S.II in the supplementary material for more
implementation details and comprehensive settings of various
attacks and defenses.

3) Training Settings: Throughout all training processes, we
employed the stochastic gradient descent (SGD) optimization
method with a batch size of 128. We set the initial learning rate
to 0.01 and decayed it using the cosine annealing strategy [53].
For the CIFAR-10 and CIFAR-100 datasets, we trained for a
total of 100 epochs. For the GTSRB dataset, we trained for 50
epochs. In the case of the ImageNet100 dataset, we trained for
400 epochs. All experiments were run on one Ubuntu 18.04
server equipped with four NVIDIA RTX A4000 GPUs.

4) Evaluation metric: To evaluate the performance of var-
ious backdoor defenses, we employ two primary metrics:
(1) the attack success rate (ASR), which is the ratio of
attack samples misclassified as the target label, and (2) the

accuracy on benign data (BA). A good defense is expected
to have a high BA and low ASR (i.e., close to zero). For
a more effective comparison among hidden-separation-based
defenses, we utilize P, to indicate the ratio of poison samples
that are successfully removed. Formally, let the clean test
dataset be denoted as Diye = {(;,yi)}i=1, and the dataset
for evaluating ASR as Disp = {(&i,U¢)}i=1, Where &;
represents the poisoned sample and y; denotes the target one-
hot label vector. Also, D,, refers to the poisoned dataset used
for training the model. The metrics ASR, BA, and P, can
then be defined using the indicator function I(-) as outlined in
Table 1.

TABLE 1
MATHEMATICAL DEFINITIONS OF EVALUATION METRICS.

Mathematical Definition Implication

Lower ASR indicates better defense
_ Z(iiv'gt)€Dtest H(F(ii) = ,gf)

ASR performance, with fewer attack
|Dtcsi,p‘
samples being misclassified.
Higher BA indicates that the
Y L(F(z:) = y:)
BA = = “y’)eD““’g | model performs well on clean data,
test
which is crucial for generalization.
Higher Py, indicates a more
s I (@; removed)
Py = —(ELI0CD0 effective defense in removing

1Dy
poison samples from the dataset.

B. Representation visualization

To intuitively compare the effects of different training
strategies on the penultimate representations, we provide cor-
responding T-SNE visualizations in Fig. 5. Here, we display
the visualization results for two adaptive attacks, Adap-Blend
and Adap-Patch, against hidden-separation-based defenses on
CIFAR10. The target label is set to O for both attacks, and
the number of poison samples is fixed at 150. As depicted
in Figs. 5a and 5b, when training the DNN with the standard
approach the penultimate representations of poison and benign
samples are entangled and not well-separated. When extracting
the representations from DNN trained with label smoothing,
we notice that the majority of poison samples have segregated
from the clean ones for Adap-Blend attacks. However, only a
portion of the poison samples have been separated for Adap-
Patch attacks. As shown in Figs. 5e and 5f, LS? demonstrates
its effectiveness by ensuring that the poison samples from
both adaptive attacks have been successfully isolated from the
clean data. More visualizations of other attacks are provided
in Figure S5 in the supplementary material.

C. Performance in Eliminating Poison Samples

In Table II, we compare the impact of standard label
smoothing and our smoothing strategy LS? on various hidden-
separation-based defenses on CIFAR10 and GTSRB. We ob-
serve that on the CIFAR10 dataset, the original four defense
methods have inferior resistance against the two types of
adaptive attacks, with very low P, values. For AC defense,
it cannot defend against backdoor attacks under any training
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Fig. 5. T-SNE visualization of the activations from penultimate layers of
PreActResNet-18 against Adap-Blend and Adap-Patch backdoor attacks on
CIFAR10 with different label smoothing settings.

method effectively. While label smoothing and our approach
offer some enhancements for SS and SPECTRE defenses, the
improvement in P, values with label smoothing is insuffi-
cient to defend against these two backdoor attacks. When
extracting features from models trained with LS2, SS and
SPECTRE defenses successfully reduce the ASR values to
below 10%. On the GTSRB dataset, both label smoothing
and our training strategy significantly improve the filtering of
poisoned data. LS? also greatly enhances the performance of
SCAn, achieving 5.1% and 3.4% ASRs against Adap-Blend
on CIFAR10 and GTSRB, respectively, despite the final ASRs
against the Adap-Patch attack remaining at 13.5% and 17.3%.
Here, we explain the poor performance of the AC defense on
the CIFAR10 dataset. The AC algorithm relies on a simple
K-means clustering algorithm to filter poisoned samples in
the latent space. When defending against attacks with a tiny
number of poison samples (0.3% poison rate), separating the
data into two clusters is challenging, as shown in Fig. 5.
Therefore, the improvement provided by LS or LS? may be
limited for such simple clustering defense methods.

TABLE II
POISON SAMPLES REMOVAL PERFORMANCE COMPARISON OF
PREACTRESNET-18 WITH AC, SS, SCAN AND SPECTRE DEFENSES
AGAINST ADAP-BLEND AND ADAP-PATCH.

Dataset, Attack— Adap-Blend Adap-Patch
Defense | PmmT ASR| | PmT ASR|

| NoDefense | (-) 719 | () 78.8

AC 0.0 71.5 0.7 712

AC + LS 33 70.7 1.3 71.6

AC + LS? 0.0 712 7.3 71.3

SS 0.7 71.8 5.3 774

CIFARI0 SS + LS 333 525 | 400 446

SS + LS? 72.7 2.7 63.3 5.1

SCAn 11.3 70.2 6.0 74.6

SCAn + LS 13.3 69.6 | 320 723

SCAn + LS? 72.7 5.1 547 135

SPECTRE 2.6 712 4.0 712

SPECTRE + LS | 66.7 13.7 | 78.0 43

SPECTRE + LS? | 82.0 2.4 80.0 2.5

| NoDefense | (-) 780 | () 55.3

AC 459  69.8 | 293  47.1

AC + LS 84.7 4.8 66.9 14.6

AC + LS? 86.6 4.4 86.0 3.6

SS 484 663 | 268 499

GTSRB SS +LS 89.2 6.2 84.1 3.4

SS + LS? 94.3 4.3 96.6 2.5

SCAn 540 605 340 427

SCAn + LS 512 61.1 373 441

SCAn + LS? 81.2 34 613 173

SPECTRE 427 447 312 35.6

SPECTRE + LS | 92.4 4.5 97.5 2.6

SPECTRE + LS? | 96.8 4.4 98.1 2.5

In the supplementary material (Section S.V), we demon-
strate that when facing other attacks, label smoothing and
LS? also have some improvement in the performance of these
four defense methods. However, more than the enhancement
these two training strategies provide is needed to defend
against all attacks. For example, on CIFAR10, AC and SS
are unable to defend against Blend attacks across different
training strategies.

D. Sensitivity to Hyperparameter choices

As mentioned in Algorithm 1, LS? mainly involves two
hyperparameters: warmup epoch 7' and upper smoothing
bound 3. Figure 6 presents the results obtained using different
warmup epoch 7" with a fixed upper smoothing bound 8 = 0.2.
We observe that regardless of how warmup epoch T is
changed, the enhancement of LS? on AC defense remains
limited. With the increase in 7', the effectiveness of SS and
SCAn defenses shows a trend of improvement followed by
deterioration. The SPECTRE defense remains relatively robust
to the choice of 7', showing no significant variation.

We also empirically explore the impact of different smooth-
ing rates « and upper smoothing bounds S on AC, SS,
SCAn and SPECTRE. Here, the warmup epoch T" for LS?
is fixed at 10. The results are presented in fig. 7. We observed
that, as the smoothing rate « increases, the performance of
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Fig. 6. Effect of warmup epoch 7' on hidden-separation-based defenses
against adaptive attacks on CIFAR10. We performed 3 training runs for each
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Fig. 7. Effect of label smoothing and LS? on hidden-separation-based
defenses of PreActResNet-18 against adaptive attacks, CIFAR10.
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AC and SPECTRE defenses in dealing with two adaptive
attacks remains relatively unchanged. Larger o values do not
significantly improve the defense effectiveness of AC and
SPECTRE but reduce the P,, values of SCAn. However,
an interesting phenomenon is that the SS defense exhibits
improved filtering performance on poisoned samples as «
increases. When o« > 0.6, SS with LS outperforms SS
with LS? in defending against Adap-Patch. At a = 0.8, the
performance of SS with LS is on par with the SPECTRE
algorithm at the same « or [ settings.

Moreover, increasing the Upper Smoothing Bound 3 does
not enhance the effectiveness of the AC defense. However, a
larger 3 can reduce the poisoning sample filtering rate P,
of SS, SCAn and SPECTRE. This weakening effect is more
pronounced, as shown in Fig. 7b, in the SS defense against
Adap-Patch. This result implies that a small 3 is desirable for
training the model.

E. Performance of LS and LS’ with Varying Poison Rates

As noted in the original paper on Adap-Blend and Adap-
Patch [11], a low poison rate is necessary for the success of
adaptive attacks. Their results show that a high poison rate may
cause adaptive attacks to fail in evading hidden-separation-
based defenses on small datasets like CIFAR10. Thus, there
are limited choices of poison rates for performing adaptive
attacks on such datasets. Since ImageNet100 is a dataset with
a larger scale than CIFAR10, GTSRB, and CIFAR100, we
can increase the poison rate of adaptive attacks on this dataset
while maintaining the effectiveness of the attacks.

Here, we present Table III to show the performance of
LS and LS? against Adap-Blend and Adap-Patch under two

TABLE III
RESULTS OF THE HIDDEN-SEPARATION-BASED DEFENSES AGAINST
ADAP-BLEND AND ADAP-PATCH UNDER POISON RATE 1% AND 5%. THE
EXPERIMENTS ARE CONDUCTED ON THE IMAGENET100 DATASET WITH

VGGI19-BN.
Attack | % Il;'e‘} SS +LS +LS?| AC +LS +LS?|SCAn +LS +LS?|SPECTRE +LS +LS?
Prm | () |47.6 67.4 70.0(31.4 31.6 31.2| 523 72.1 87.4| 440 767 865

A-Blend
e=1.0%| BA |83.082.9 82.2 83.0(82.5 82.5 82.9| 81.9 825 824 82.2 82.4 824

ASR|88.3|75.8 19.5 17.1|77.1 76.1 77.6| 40.2 18.1 4.1 74.8 141 54

Prm | (-) [23.1 494 48.6(11.5 137 11.5] 562 592 64.2 59.5 782 86.1
A-Patch
€= ;_E% BA |82.5(83.5 83.1 83.1/82.5 81.6 82.3| 82.1 823 82.0 825 825 825

ASR|92.6(90.2 70.2 70.3|92.5 93.7 91.9| 52.7 503 20.2 50.5 43 59

77.5 809 81.5/57.2 58.7 59.5| 942 955 95.1 95.6 96.9  96.6

Prm | ()
A-Blend
e =5.0%| BA |82.4|82.4 82.3 82.2/82.0 822 83.2| 81.8 823 82.1 81.9 82.4 832

ASR|[99.7(61.8 55.8 56.4|91.2 92.1 909| 73 4.1 3.1 4.2 43 42

Pem | () [80.9 809 81.3[789 779 77.9| 903 912 927| 915 947 966
A-Patch
Co oo | BA [82.8[82.8 83.1 822(82.1 826 815|822 818 821| 824 821 826

ASR|99.7|36.8 38.7 37.8(32.0 36.5 382| 65 51 52 58 49 52

different poison rates, 1% and 5%, on ImageNet100. The
number of payload data is the same as the poison samples. The
defense configuration follows the same settings as previous
experiments.

When the poison rate € = 1%, Adap-Blend and Adap-Patch
can still evade the original SS, AC, SCAn and SPECTRE
defenses. When the poison rate ¢ = 5%, Adap-Blend and
Adap-Patch can bypass SS and AC but fail to break through
SCAn and SPECTRE. These results align with the statements
in [11]. Furthermore, under both poison rates, LS and LS?
significantly enhance the performance of SS, SCAn and SPEC-
TRE defenses, except for AC. The combination of SPECTRE
and LS?, or SCAn and LS?, shows better performance against
Adap-Blend and Adap-Patch. Additionally, SPECTRE+LS?
always effectively defends against various attack types.

F. Effectiveness of LS and LS?

The effectiveness of various defenses against different
backdoor attacks on the CIFAR10, CIFAR100, GTSRB and
ImageNet100 datasets is presented in Table IV and Table V.
Here, we consider a defense successful if it reduces the ASR
to below 10%, as indicated in green. Otherwise, we consider
it a failure. Due to the limited ability of SS and AC defenses
to eliminate some backdoor threats, we primarily display the
results of defense combining label smoothing or LS? with
the SPECTRE algorithm here. Though SCAn is also greatly
enhanced by LS?, the results are not always comparable to
those of SPECTRE. Thus, we present the detailed results of
SCAn in the supplementary material.

Table IV presents the results of PreActResNet-18 on CI-
FAR10, GTSRB and CIFAR100. Overall, most defense algo-
rithms can only mitigate a few backdoor attack threats and
cannot comprehensively defend against all backdoor attacks.
The original SCAn and SPECTRE algorithms perform well but
cannot eliminate the backdoors implanted by adaptive attacks.
On the GTSRB dataset, the combination of the SPECTRE
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TABLE IV

RESULTS OF PREACTRESNET-18 ON CIFAR10 AND GTSRB. RESULTS WITH AN ASR ABOVE 25% ARE HIGHLIGHTED IN RED, THOSE WITH AN ASR

BETWEEN 10% AND 25% ARE HIGHLIGHTED IN YELLOW, AND THOSE WITH AN ASR BELOW 10% ARE HIGHLIGHTED IN GREEN.

Dataset Attack) % NoDefene NC ABL ANP L-BAU AWM DBD D-BR SS  AC  SCAn SPECTRE °'iyiRb SPEE;RE
BadNets BA 93.35 9240 91.12  93.29 90.37 88.73  80.33  88.31 89.40 84.60 9223 92.40 92.60 92.35
ASR_[1178870 767 086 033 147 213 040 000 4310 4540  1.60 4.60 2.40 3.22
Blend BA 93.75 9375 89.10 85.72 89.80 88.87 74.65 86.60 91.10 9230 91.45 92.32 92.34 92.41
ASR | 8610 8610 4750 971 6215 400 004 000 80.20 8410 251 7.10 2.40 243
ISSBA BA 9356 9132 8504 9265 9084 8890 7931 8924 9340 9342 93.19  93.14 92.94 93.14
ASR 071220 319 166 479 159 443 023 1521 6940 69.10 121 2.10 2.30 3.12
F BA 93.75 9375 8745 8606 89.85 87.81 8232 8541 9367 9355 OL14 9045 92.27 90.34
CIFARI0 ASR | 69.80  69.80 1570 1588 1807 4913  0.04 240  69.90 69.10 430 5.10 40.20 2.36
Lo BA 9359 9173 8760 90.15 9146 8812 8434 8346 8832 89.50 9043  91.23 9134 91.01
ASR_[I1187:07 383 931 3627 2861  10.88 132 041 6810 8690 1225 0.10 0.10 0.10
SIG BA 93.87 88.90 88.40 91.25 90.48 87.71 80.68 84.06 90.10 9130 89.43 89.43 91.31 89.74
ASR 7752 1438 1540 4759 4432 3691 2033 000 7775 73.60  7.10 0.50 7330 0.54
AdapBlena BA 93.78 9378 8534 9235 9012 8789 79.06 87.83 9136 9245 90.14  90.34 89.46 83.61
ASR | 7189 71.89 6862 3173 1138 963 2241 1682 7180 7150 7020  71.20 13.70 2.38
AdapPach A 9342 9268 8645 9063 8934 8805 8210 9041 9132 9267 90.11 9140 90.45 90.46
ASR 17884 844 4732 1033 410 240 211 004 7740 7720 7460 7720 4.30 2.50
BadNes | BA 98.16  97.83 9648 97.66 9627 9631 8372 9641 9645 0745 9712 96386 96.57 97.42
ASR 7381 0.00 656 420 001 412 000 000 467 653 145 0.12 0.15 0.10
Blend BA 98.55 9855 9744 9471 9591 9749 8632 9231 9656 9752 9702  96.18 97.35 98.37
ASR 8924 8924 6842 65.12 4825 5564 0.00 004 2382 2546 2951 7.49 245 2.46
ISSBA BA 98.47 9738 9628 8610 9547 9695 8132 9161 9534 9644 9751  97.26 96.94 96.44
ASR 1117176 126 763 792 807 876  0.04 1502 789 767 272 1.26 L13 0.48
LF BA 98.10 97.12  97.23  97.63 95.91 96.84 8452 94.41 96.89  97.01 96.78 96.78 96.93 96.67
GTSRB ASR_[1179033 050 567 013 4791 404 0.2 233 8145 8423 132 042 045 041
LC BA 98.01 98.01 97.17 96.53 96.76 96.23  80.44 9543 97.56  96.87  96.78 96.78 96.56 96.62
ASR_ 5321 5321 2245 759 185 501 000 004 4768 5281 125 8.76 178 1.76
SIG BA 98.35 9619 9869 9212 9518 9545 8169 9632 9645 9745 9692  97.55 96.58 97.13
ASR | 5826 3238 6490 3036 470 5553 1643 000 4029 5813  19.67 4.67 6.53 455
AdapBlend BA 98.53 9853 9553 9773 9657 9668 8503 9653 9542 9678 9639  97.53 98.23 97.74
ASR 7799 7799 4532 3863 820 2578  0.00 2213 6629 6979 6052  44.67 452 441
AdapPach  PA 98.08 9686 9667 9787 9705 9622 8242 9705 9686 9744 9694 9657 97.58 97.25
ASR [1115533 000 2043 000 001 010 001 000 4989 4706 4270 3556 2.57 251
BadNes | BA 70.75 6857 6046 69.13 6467 6553 61.61 6238 6837 6742 6693  68.67 67.76 67.45
ASR 117122 015 008 577 125 089 247 233 7104 213 471 7023 231 2.34
Blend BA 70.47 7047 5945 6558 6475 6193 60.53 6563 6678 6861 6945 6735 65.67 66.89
ASR | 9080 90.80 000 6184 6833 5471 85.14 000 8835 8883 8456  88.56 4255 6.13
ISSBA BA 70.44 66.92 57.54 62.64 61.95 61.71 62.63 64.00 6744 6692 64.86 66.86 68.86 67.42
ASR_[I155:77 010 003 567 063 328 000 1532 267 5342 422 043 0.10 0.10
CIFAR100 LF BA 69.81 69.81 63.14 64.79 64.18 62.16 60.13 6536 66.23 6533  65.46 64.89 65.29 66.25
ASR_[17158:83 5883 4034 326 249 1705 001 004 4217 267 162 2.85 3.13 2.87
AdapBlena BA 70.71 7071 5921 6482 6397 6177 6339 6416 6842 6928 6804 6197 68.97 68.53
ASR | 8814 8814 4267 6223 4799 4710 033 2342 4465 8831 4411 46383 6.32 6.22
AdapPach A 70.48 7000 5531 6279 6195 6270 60.03 6553 6725 6941 6839  69.33 68.38 67.45
ASR 1179169 020 4032 1996 294 735 000 000 5023 9032 4402 4547 0.10 0.00

algorithm and standard label smoothing also effectively re- tacks. Besides, the assumptions and methods of these defenses

moves the backdoors. However, on the CIFAR10 dataset, this
combination is less effective than the original SPECTRE algo-
rithm when dealing with SIG and LF attacks, highlighting the
limitations of label smoothing in enhancing latent separability.
In contrast to CIFAR10 and GTSRB, we found that the vanilla
SPECTRE algorithm on CIFAR100 can only defend against
ISSBA and LF backdoor attacks. Still, after applying label
smoothing and LS2, the P, values for SPECTRE substantially
increase. The combination of LS?> and SPECTRE is capable
of defending against all types of attacks.

To extensively validate stability and universality, we per-
formed experiments on CIFARI0 and ImageNetl00 using
VGG19-BN, as shown in Table V. Like what we observed
in Table IV, the SPECTRE algorithm with LS? successfully
defends against all backdoor attacks on both datasets, com-
pared to other defenses.

Moreover, we observe that ANP, -BAU, AWM, DBD and
D-BR defenses perform well against Adap-Blend and Adap-
Patch attacks. However, these defenses either cannot remove
the backdoor thoroughly or defend against other types of at-

are different from hidden-separation-based defenses, which is
beyond the scope of this paper. Therefore, we do not delve
into a detailed discussion here.

G. Resistance to Potential Adaptive Attacks.

The previous experiments primarily demonstrated the ef-
fectiveness of LS? against existing attacks. However, given
our proposed defenses, adversaries may design more powerful
attack strategies to circumvent our methods. The core step
of our method lies in leveraging the difference in AUM
values between poison and benign samples to enhance hidden
separation for the corresponding defenses. A potential adaptive
attack against LS? could aim to break the assumption that
AUM values for poison and benign samples are different while
attempting to overcome hidden-separation-based defenses. By
doing so, the adaptive attack may potentially evade defense
solutions like SPECTRE+LS?.

In this section, the term “adaptive attack” specifically refers
to the backdoor attack targeting both hidden-separation-based
defenses and LS?, distinguishing it from attacks such as Adap-
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TABLE V
RESULTS OF VGG19-BN oN CIFAR10 AND IMAGENET100.
Dataset Attack, % NoDefene NC ABL ANP LBAU AWM DBD D-BR SS  AC  SCAn SPECTRE '\ (Kb SPEESTZRE
BadNes  BA 92.95 90.54 8467 9052 87.84 8828 84.13 8604 8822 9043 8852 8824 87.84 89.10
ASR 92.67 096 025 430 2281 882 000 532 8054 8067 412 30.80 3158 8.19
Blend BA 93.36 88.64 87.13 9057 8930 8933 7742 8382 89.14 89.62 8.2 87.10 86.15 87.38
ASR 90.02 1547 2035 2250 1956 1881 000 000 8508 9143 5.1l 2.53 2.68 2.53
ISSBA BA 93.19 9319 8601 9269 8308 88.09 8192 8631 90.17 9136 8931  89.48 88.64 89.56
ASR 80.81 8081 03 208 123 163 010 000 6035 7072 270 042 1.45 1.62
LR BA 93.17 8029 8542 9031 8938 8891 83.11 8549 9104 8882 90.02 9041 88.84 88.45
CIFAR10 ASR 58.39 448 443 220 686 1150 245 000 50.16 5138  4.30 4.04 5.58 412
Lo BA 93.49 9110 9049 8609 8803 8956 80.63 89.12 8745 90.24 8938  88.98 89.18 88.22
ASR 99.34 323 046 577 7150 1172 000 000 9067 9667 425 44.85 10.42 2.68
SIG BA 92.81 9281 90.67 9248 8804 89.13 81.68 8668 8945 8728 89.13  83.24 89.47 87.56
ASR 81.83 81.83 1037 1034 4101 1646 3233 433 8065 7926 17.10 2.55 224 2.53
AdapBlend BA 93.46 80.11 8682 9261 8485 8847 7401 8853 9041 9067 8825 8822 89.28 89.51
ASR [11170.02 1230 4618 1701 1134 834 1662 1894 7114 6841 6720  21.28 142 241
AdapPatch BA 93.38 9118 8471 9198 89.05 8828 80.13 8864 89.64 8309 8951 8818 89.75 88.53
ASR 82.74 117 526 491 168 537 001 000 7421 7884 7642 4421 10.55 4.13
BadNes  BA 82.70 8198 75.17 8197 8181 8141 8206 8276 8031 8026 8045  81.62 79.94 79.01
ASR 99.98 1253 2012 253 278 000 310 000 1625 4132 241 L13 298 1.03
Blend BA 82.68 8143 7325 8177 7875 8096 8244 8240 79.11 81.68 8294 8246 78.81 81.04
ASR 95.43 3201 3352 1487 2491 054 2230 000 4257 89.94 8558 158 117 L1
ISSBA BA 82.66 7752 70.15 8150 8192 8l.14 8038 8173 8245 7980 79.18  79.4l 82.89 79.30
ASR 6542 2167 63.19 423 2251 142 1232 214 4657 6150  1.96 426 2.39 3.24
ImageNet LF BA 82.65 7647 7215 7977 78.09 8155 8235 7952 7937 8213 8118  80.05 81.01 82.94
100 ASR | 7814 4706 7362 1954 210 2360 452 1958 7479 6715 5.64 2.24 158 1.93
Lo BA 82.65 8202 7610 8071 7925 7896 7882 8254 8178 79.29 8044 8145 81.24 79.21
ASR 54.74 042 5211 035 012 000 452 000 5121 5158 525 2.45 021 022
SIG BA 82.14 7955 80.18 8L61 7990 8240 7922 79.69 8288 7972 7923  78.77 80.62 8276
ASR_[11170:82 027 3262 632 1022 1234 6612 1132 5242 6277 50.16 1.56 024 021
Adap-Blend B2 84.26 8142 8209 79.16 7829 7904 8160 80.97 7874 79.34 8140 8049 79.75 81.07
ASR_[11179.76 3243 3292 235 2187 423 1615 454 3411 2219 2113 2713 442 442
AdapPach BA 83.04 7951 80.67 8024 8051 8141 80.74 8200 7989 7972 8251 8251 82.99 82.48
ASR 7118 056 2013 2297 293 084 2140 242 5732 6152 6046  50.23 134 1.09
I The strategies of Adap-Blend and Adap-Patch encompass
! two core steps that can effectively reduce latent separation.
Backdoor Backdoor . . . .
Samples with Samples with First, to diminish the differences between poisoned and clean
”}‘;gga:rf‘ ;:e F:r's' | representations, distributed triggers [27] are employed to gen-
% h erate poison samples. Second, to obscure the correlations
between the trigger and the target class, the attacker injects
Poisoned - Grids without  Grids with Atack — only a very small number of poison samples into the training
Samples Triggers Triggers Samples
dataset, and not all trigger-attached samples are re-labeled to
Fig. 8. In Adap-SIG, we segment a sample into 16 square pieces and the target class.

randomly select m of these pieces to which we attach a sinusoidal signal
(the trigger for SIG). While the samples containing the partial triggers are
injected into the dataset to implant the backdoor, those with the full triggers
are used to activate the backdoor during the inference stage. In this example,
the mask rate m is set at 50%. When m equals 100%, the Adap-SIG would
degenerate to the intial SIG attack.

Blend, which are directed solely against hidden-separation-
based defenses. Briefly, our adaptive attack aims to violate
both Assumption 1 and Assumption 2.

1) Adaptive SIG Attack: Inspired by Adap-Blend and Adap-
Patch, we introduce a novel adaptive attack, Adap-SIG, to
challenge LS? defense. Adap-SIG aims to break the assump-
tion that AUM values for poison and benign samples are
different, while attempting to evade hidden-separation-based
defenses. From Figs. 3f and 4f, we see that the distinguisha-
bility between the AUM of SIG poison samples and clean
samples is not particularly strong. Thus, SIG can be considered
as a challenge to the AUM distinguishability assumption. To
bypass hidden-separation-based defenses, we adopt the trigger
generation strategy used in Adap-Blend to construct the poison
samples for Adap-SIG.

Following these approaches, we transform SIG into Adap-
SIG, where the adversary employs distributed triggers and uses
only a small number of poison data to implant the backdoor.
Since SIG belongs to the family of clean label attacks, the
labels of all samples attached with triggers remain to be the
target label. Specifically, we randomly select a percentage m
of the original trigger to generate poisoned data and activate
the backdoor using the entire trigger. An illustration is given
in Fig. 8.

2) Results: We  conducted  experiments  using
PreActResNet-18 on CIFAR10 with poison rate ¢ = 0.3% and
started the mask rate m at 87.5% and decreased m to 37.5%.
The experimental results are presented in Table VI. Since
a small poison rate is crucial to the success of Adap-Blend
and Adap-Patch in circumventing hidden-separation-based
defenses [11], we also set the poison rate to 0.3% for
Adap-SIG, aligning with the original settings of Adap-Blend
and Adap-Patch.

The results in Table VI demonstrate that as m decreases,
Adap-SIG effectively reduces the P, for all defenses. More-
over, since a smaller m implies a sparser trigger pattern, we
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TABLE VI
RESULTS OF THE HIDDEN-SEPARATION-BASED DEFENSES AGAINST
ADAP-SIG UNDER VARIOUS MASK RATE m. THE EXPERIMENTS ARE
CONDUCTED ON THE CIFAR10 DATASET WITH PREACTRESNET-18.

TABLE VII
RESULTS OF THE HIDDEN-SEPARATION-BASED DEFENSES AGAINST
ADAP-SIG UNDER POISON RATE 1% AND 5%. THE EXPERIMENTS ARE
CONDUCTED ON THE CIFAR 10 DATASET WITH MASK RATE m = 50%.

m | % DNe‘} SS +LS +LS?| AC +LS +LS?|SCAn +LS +LS?|SPECTRE +LS +LS? e | % DN; SS +LS +LS?| AC +LS +LS?|SCAn +LS +LS?|SPECTRE +LS +LS?
Pim | () [133 87 12700 20 20 | 651 72.1 842 92.7 2.0 94.0 P | (-) [742 802 90.2 |50.2 52.8 642 | 80.2 90.8 92.4 902 964 97.2
87.5%| BA |93.5|91.4 92.6 91.7 [90.4 92.2 91.7 | 91.8 914 91.4 92.5 90.8 91.1 1.0% | BA [92.5(92.2 91.1 91.9 [89.9 89.7 90.7 | 90.2 90.6 90.5 90.9 91.0 90.9
ASR |78.2162.7 64.8 64.0 |77.5 754 76.6 | 172 172 5.2 00 709 02 ASR|[83.7(36.2 34.7 12.1 |40.7 37.3 354 359 10.5 8.6 11.8 43 47
Pem | (1) |26.0 160 127 |07 07 20 | 623 71.3 85.1 89.3 333 940 P | (-) [95.6 97.8 98.8 |80.4 82.7 842 954 96.6 99.0 984 992 99.7
75.0%| BA [93.990.8 91.4 89.1 [90.1 91.9 92.1 | 91.1 90.7 90.4 9.1 91.7 90.4 5.0%| BA |92.4/92.1 91.4 91.5 |90.1 89.8 90.1 | 90.4 90.4 90.4 91.0 903 90.2
ASR |78.2146.2 60.0 63.1 |76.3 77.5 752 | 144 123 54 24 413 24 ASR|94.7|152 5.8 5.4 |698 706 71.1| 16.1 184 4.3 4.4 33 33

Pem | (-) [22.0 140 14.0 |27 2.0 2.0 | 40.1 42.7 69.3 74.0 247 79.3
62.5%| BA [93.1/90.3 89.5 91.1 |91.4 92.7 91.3 | 91.4 91.2 91.8 91.4 923 918
ASR |63.4136.9 453 40.1 |60.2 60.7 60.7 | 20.6 24.1 9.4 3.6 32.1 2.5

Pem | () [193 173 133 | 1.3 8.0 27 | 324 31.7 624 46.7 12.7 60.0
50.0%| BA |94.0{90.2 89.7 92.4 |89.5 90.4 90.4 | 90.4 90.7 90.3 90.2 90.7 90.4
ASR [41.7|36.8 36.7 35.1 [37.9 363 37.9 | 249 235 10.3 17.2 36.3 12.5

Pim | () [16.0 67 47 |40 0.7 20 | 207 253 44.7 28.7 13.3 48.7
37.5%| BA |93.9190.2 90.7 90.4 |90.2 90.1 89.5 | 90.1 90.1 89.1 89.5 90.2 89.3

ASR|29.1]20.7 24.1 23.3 |21.3 22.5 23.0 | 214 23.6 14.2 18.5 21.1 13.5

observe that a smaller m leads to a smaller initial ASR. When
m < 50%, Adap-SIG ultimately maintains an ASR of over
10% against all defenses, which can be considered successful
adaptive attack settings. Among all results, LS? effectively
enhances the performance of SCAn and SPECTRE against
Adap-SIG, and SPECTRE+LS? achieves the highest P,,,, while
reducing the ASR to below 14%.

To further investigate the defense performance of various
defenses against Adap-SIG under different poison rates, we
conducted additional experiments on CIFAR10. To ensure
Adap-SIG maintains sufficient ASR and bypasses defenses,
we fixed the mask rate at 50% and performed robustness
validation at poison rates of 1% and 5%. The results are shown
in Table VII.

It can be observed that when the poison rate is 1%, Adap-
SIG achieves an initial ASR of 83.7%. Under this setting,
Adap-SIG maintains an ASR of over 35% when defending
against SS, AC, and SCAn, but its attack success rate against
SPECTRE is relatively poor. When the poison rate increases
to 5%, although the initial ASR of Adap-SIG rises to 94.7%,
the attack success rates against SS, SCAn, and SPECTRE
defenses drop to below 17%, with the attack success rate
against SPECTRE as low as 4.4%. Thus, a higher poison
rate can even negatively impact the stealthiness of Adap-
SIG attacks. Furthermore, LS? can effectively enhance the
defense performance of SS, SCAn and SPECTRE, and both
SCAn+LS? and SPECTRE+LS? reduce Adap-SIG’s ASR to
below 10% in both settings. Thus, a higher poison rate can
even negatively impact the stealthiness of Adap-SIG attacks.
Furthermore, LS? can effectively enhance the defense perfor-
mance of SS, SCAn, and SPECTRE. Both SCAn+LS? and
SPECTRE+LS? reduce Adap-SIG’s ASR to below 10% under
two poison rate settings.

H. Robustness to Label Noise

The main focus of this paper is to improve the distinction
between poisoned and clean samples, enhancing the effective-
ness of latent separation-based defenses. However, LS? can
also be viewed as an adaptive label smoothing strategy, and
label smoothing and its variants have been widely used to
mitigate the impact of label noise. Thus, in this section, I will
explore the robustness of LS? against label noise to further
analyze its potential effects.

Following previous studies on label noise, we use ResNet-
34 [50] as the base model in our experiments. Results from
other comparison methods are sourced from the literature, as
reported by Wei et al. [43]. Consistent with these setups, we
use the SGD training method and train for 200 epochs on each
dataset, with LS? default parameters o = 0.1 and § = 0.2.

TABLE VIII

TEST ACCURACY ON THE CLEAN TEST SET FOR MODELS TRAINED ON
CIFAR WITH NOISY LABELS UNDER DIFFERENT NOISE RATE.

Method CIFAR10 CIFAR100

Noise Rate (%) — 20 40 60 40 60
Cross-Entropy 86.45 82772 74.04 4820 38.27
FLC 84.85 8498 7397 53.04 41.59
Label Smoothing 90.24 8378 75.01 55.17 41.63
Negative Label Smoothing | 89.05 84.85 77.82 5847 46.58
LS? 89.40 83.62 7593 5521 4252

TABLE IX

TEST ACCURACY ON THE CLEAN TEST SET FOR MODELS TRAINED ON
CLOTHING 1M AND CIFAR-N WITH NOISY LABELS.

Method Clothing  CIFAR-10N  CIFAR-10N  CIFAR-10N  CIFAR-100N
1M Aggre Rand1 Worse Fine
CE 68.94 87.77 85.02 77.69 55.50
FLC 69.84 88.24 86.88 79.79 57.01
LS 73.44 91.57 89.80 82.76 55.84
NLS 74.24 91.97 90.29 82.99 58.59
Ls? 7331 91.62 90.14 82.67 57.43

In Table VIII, we compare Cross-Entropy (CE) and LS?
with methods for mitigating label noise, such as FLC [54],
label smoothing (LS) [40], and Negative Label Smoothing
(NLS) [43] on synthetic CIFAR10 and CIFAR100 datasets.
In the synthetic data generation, we randomly select a portion
of the training samples and replace their labels with randomly
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chosen incorrect labels. In Table IX, we report experiments on
two real-world human noise benchmarks, Clothing-1M [55]
and CIFAR-N [56]. The results show that LS? provides strong
robustness against label noise. While it is slightly weaker than
NLS, its performance is comparable to that of label smoothing.

1. Generalization and Robustness to Adversarial Attacks

Label smoothing is also known to improve the generaliza-
tion of models and enhance their robustness to adversarial
attacks [57]. To further validate the generalization and robust-
ness to adversarial attacks of LS?, we conducted experiments
on the CIFAR10 dataset using the ResNet-34 model. We
choose PGD [58] using as the adversarial attack method and
set the L., perturbation size to 8/255 and 16/255. We fix the
pertubations steps to 20 and the step size to 2/255.

Fig. 9 presents the results of the LS and LS?with different
smoothing parameters against PGD-20 attacks. For LS?, we
fix the warmup epoch 7" at 10. We can observe that the test
accuracy of label smoothing is slightly higher than that of LS?.
Morever, a large 3 can lead to a decrease in the test accuracy of
LS2. For the robustness to adversarial attacks, setting 8 from
0.2 to 0.5 can greatly improve the robustness of LS?. However,
the best robust performance of LS%is still lower than that of
label smoothing under both attack settings.

-®- Test Accuracy (LS) —e— Robust Accuracy (LS)
-4- Test Accuracy (LS?)  —4— Robust Accuracy (LS?)
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Fig. 9. Effect of LS and LS? against PGD adversarial example, CIFAR10.
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VI. DISCUSSION AND LIMITATION

In this paper, building upon the analysis of the impact
of label smoothing on latent representations, we show that
our proposed algorithm could enhance the distinguishability
between poison and benign samples. Current research on
backdoor attacks and label smoothing primarily focuses on
image classification tasks. Therefore, in this paper, we mainly
conduct experimental validation in the image classification
domain. As shown in Equation (8), our method (LS?) is
essentially a variant of the Cross-Entropy (CE) loss, which
suggests it can be extended to classification tasks utilizing
CE in other fields, such as sentiment analysis in natural
language processing (NLP) [59] and disease diagnosis in
medical classification [60].

However, our smoothing method relies on the distribution
difference of AUM values for poison and benign samples.
While AUM serves as a valuable indicator, the exploration for
more discerning characteristics remains a promising avenue.
Further research could reveal more effective strategies for

detecting poisoned samples within malicious datasets. Ad-
ditionally, designing particular training approaches to pro-
mote hidden separation or other discriminative characteristics
warrants consideration for future defenses against backdoor
threats.

VII. CONCLUSION

In this paper, we have established a connection between
label smoothing and backdoor poisoning attacks. Leveraging
the influence of label smoothing on latent representations,
we have devised the LS? training strategy. Our experimental
results have demonstrated that both label smoothing and our
training approach can bolster the discernibility between poison
and benign samples, ultimately enhancing the efficacy of
hidden-separation-based defenses, covering AC, SS, SCAn
and SPECTRE. However, the effects of label smoothing may
exhibit variability, and its impact on filtering poisoned data
may only sometimes be positive. When combined with LS?,
the SPECTRE algorithm can eliminate the threat of various
backdoor attacks, including powerful adaptive attacks.

APPENDIX
A. Proof of Theorem 1

Proof. For brevity, we denote qx(x) = exp{(Wy, f(x))},
and

K K
Q@) = exp{F(x);} = > exp{(W}, f(=))}. (12)
j=1 =1

Thus, we get pi(x) = gr(x)/Q(x). Then, we can reform
label smoothing risk Equation (3) to

R(F;D)"5

K
Q
= E@yen|(l —a)logp,(@) + > logpk(w)]
k=1

= —E(g,y)ep |logpy(x) +

=| o
M=

meMMm@ﬂ
(1) s i)

<10g gi(x) — log qy(a:))]

>
Il

log py(x) +

=2
M)~

_E(m,y)GD

=~
Il

=] o
M=

= —E(zy)ep |logpy(z) +

=
Il
-

=2

K
= _E(w,y)ED logpy(as) - E(w,y)ED Z<Wk - Wyv f($)>
k=1

K
«
= R(F;D) + 4 E@yen )_(W, - Wi, f(z))
k=1
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S.I. SOCIAL IMPACT

Training a well-performing deep learning network often
involves the common practice of collecting substantial datasets
from diverse sources. However, some untrustworthy sources
may exploit this demand by injecting poisoned data into
the collection, aiming to implant backdoors into the model.
To ensure model security, the most direct approach is to
filter out poisoned data from the dataset as much as pos-
sible, thereby eliminating the backdoor threat at its source.
The hidden-separation-based defense is an example of such
filtering algorithms. We propose the LS? training method
with minimal modifications to effectively enhance existing
hidden-separation-based defenses. Since LS? can essentially be
viewed as a training strategy to prevent overfitting, our method
holds the potential to enhance the model’s generalization
capabilities. We hope our work can pave the way for more
advanced defenses against backdoor threats in the future.

S.II. IMPLEMENTATIONS DETAILS

1) Training Settings: Our deep learning training algorithm
is implemented using PyTorch. Throughout all training pro-
cesses, we employed the stochastic gradient descent (SGD)
optimization method with a batch size of 128. We set the initial
learning rate to 0.01 and decayed it using the cosine annealing
strategy [S/]. For the CIFAR-10 and CIFAR-100 datasets, we
trained for a total of 100 epochs. For the GTSRB dataset,
we trained for 50 epochs. In the case of the ImageNet100
dataset, we trained for 200 epochs. All experiments were
run on one Ubuntu 18.04 server equipped with two NVIDIA
RTX A4000 GPUs. Our implementation is mainly based on
BackdoorBench [S2].

2) Attacks Settings: On the CIFAR10, CIFAR100 and Im-
ageNet100 datasets, the target label for all backdoor attacks is
class 0, corresponding to the specific class names “airplane”,
“apple” and “tench” . On the GTSRB dataset, the target label
for all backdoor attacks is class 4, corresponding to the specific
class name “70-speed”.

In Section V, for CIFAR-10, all attacks except for BadNet
and ISSBA have a poison rate of ¢ = 0.3% (150 poison
samples). Since the ASR values for BadNet and ISSBA at
€ = 0.003 are below 10%, they are not considered successful
backdoor attacks. Therefore, we set the poison rate for these
two attacks to € = 1% (500 poison samples). In the case of
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@Iﬁf

d) ISSBA ) LF
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Fig. S1. Examples of poisoned data generated by classical and adaptive label-
flipping attacks on CIFAR10.

GTSRB, the poison rate for all attacks is € = 0.4% (157 poison
samples). Due to the low success rates of most backdoor
attacks on the CIFAR-100 dataset when the poisoning rate
€ is set to a low value, we choose to use ¢ = 1% (500
poison samples). However, CIFAR-100 has only 500 training
samples per class. Therefore, at this poison rate, all data under
the target label of clean label attacks would be replaced with
poison samples, which does not align with the basic premise of
backdoor attacks. Additionally, both LC and SIG attacks have
poor attack performance at lower poison rates, with success
rates below 40%. Therefore, we opt not to conduct experiments
with clean label attacks on CIFAR-100.

The comprehensive implementation details for each back-
door attack are as follows: The examples of poisoned data
generated by various label-flipping attacks on CIFARI0 and
ImageNet100 are presented in Figures S1 and S2 As shown
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Fig. S2. Examples of poisoned data generated by classical and adaptive label-
flipping attacks on ImageNet100.

in Figure S1, the classical label-flipping attacks first injects
triggers into samples and then relabels them as the target
class “airplane”. BadNets attacks [S3] employs a 3 x 3 white
square placed at the bottom right corner as the trigger pattern.
Blended attack [S4] poisons the data by introducing a Hello
Kitty image trigger. We implement the blended injection
strategy, denoted as ot + (1 — a)z, to incorporate the trigger
t into the benign sample = with a value of a = 0.2.
ISSBA [S5] utilizes the StegaStemp algorithm [S6] to generate
specific triggers for poison samples across various classes.
LF [S7] employs frequency domain analysis and optimization
algorithms to create poison samples.

S
(b) LC (c) SIG

Fig. S3. Examples of poisoned data generated by clean label attacks on
CIFAR10.

(a) Benign Data

() SIG

Fig. S4. Examples of poisoned data generated by clean label attacks on
ImageNet100.

(a) Benign Data  (b) LC

Adaptive Attacks [S8] represent an enhanced iteration of the
previously mentioned attacks. In addition to injecting poisoned
data into the dataset, this category of attacks also inserts
payload data. The labels of payload data are not modified,
but they are embedded with triggers. In our experiments,
we use an equal number of payload data points as poison
samples. As illustrated in Figs. 1f and 1g, Adap-Blend employs
the same trigger, “Hello Kitty”, as Blend to contaminate the
samples. However, when generating the poisoned data, Adap-
Blend randomly selects a portion of the trigger for conducting
the poisoning attack. During the testing phase, Adap-Blend
activates the backdoor using the entire trigger. Similarly, Adap-
Patch utilizes a set of four triggers to produce poisoned data.
Each individual poisoned training sample is embedded with
a single trigger. Nevertheless, during the attack phase, two
triggers are employed to induce the neural network to output
the target label.

As shown in Figures S3 and S4, the clean label adversary
poisons samples belonging to the target class only. LC attacks
[S9] utilize a 3 x 3 checkboard pattern positioned in the four
corners as the trigger. To establish a link between the trigger
and the target label, LC attacks initially employ the Projection
Gradient Descent (PGD) method to introduce adversarial per-
turbations to the images before incorporating the trigger. On
the other hand, SIG attacks [S/0] utilize a sinusoidal signal
that is seamlessly integrated into the image as the trigger.

Defenses Settings: For defenses requiring clean samples,
including NC, ANP, AWM, and I-BAU, we allocate 5% of
the clean training samples from each dataset to the defender.
For any other specific settings not mentioned below, we adhere
to the default settings outlined in their publications or public
implementation.

As we employed the original mathematical symbols from
each publications, please be aware that some of the mathe-
matical symbols and terms used below may conflict with each
other or with certain expressions in our paper. All symbols
and terms below correspond only to the parameters in their
respective papers.

e NC [SI11]: We set the threshold of the Anomaly Index
at 2 for all the datasets. For models with an Anomaly
Index higher than 2 (marked as attacked), we conduct
the unlearning procedure for 40 epochs, utilizing 5% of
the training data and applying the reversed trigger to 20%
of these samples.

e ABL [S/2]: During training, for CIFAR10, CIFAR100,
and GTSRB, we set the number of early tuning epochs
Ti;e = 20, the fine-tuning epochs T, = 60, and the
unlearning epochs T, = 20. For ImageNet100, we set
Tie = 40, Tt. = 120, and T, = 4. In the tuning stage,
we set the isolation rate p = 0.01, and the loss threshold
7 = 0.5. And the unlearning rate is set to be 5e ™.

e ANP [S]3]: We set the learning rate to 0.2 for optimizing
the neuron mask with SGD. After optimization, neurons
with a mask value smaller than the threshold of 0.2 are
pruned. Additionally, we set the tradeoff coefficient « to
0.2 and the perturbation budget € to 0.4 for a total of
2000 iterations.



o AWM [S/4]: Although AWM is an improved version
of ANP, there are significant differences in the default
parameters between ANP and AWM, as addressed in
AWM. The outer optimization is conducted with Adam
and a learning rate of 0.001, while the inner optimization
is conducted with SGD using a learning rate of 0.01.
We perform 10 steps of outer optimization after every
10 steps of inner optimization in each epoch. We use
the default hyperparameter settings: o = 0.9, 5 = 0.1,
v = 1le=8, and T = 1000.

o I-BAU [S15]: We follow the default settings provided in
the public implementation of I-BAU. We use Adam with
a learning rate of 1e~3 to optimize the outer loop. And,
we set the maximum number of unlearning rounds to 5
and the maximum number of fixed-point iterations to 5.

« DBD [SI6]: For all datasets, we performed self-
supervised learning for 100 epochs. Moreover, we trained
the connected layers for 10 epochs using SCE loss for
warm-up. We set the filtering rate o to 50% in all cases,
and the temperature of the NT-Xent loss was set to 0.5.

e D-BR [S77]: During sample distinguishment, we set e, =
2, ey = 10, a. = 0.2, and «, = 0.05. After training the
backdoored model for 200 epochs, we spend 20 epochs
to perform the fine-tuning and unlearning procedures.

o AC [S18]: Following the settings in SPECTRE [S179],
we allow the defenders of AC, SS, and SPECTRE to
be equipped with an oracle that has knowledge of the
number of poison samples (¢ - n). Before performing K-
means, we reduce the dimensionality of representations
to 100 using PCA.

o SS [S20]: We make the defender remove 1.5en suspected
samples for each class.

o SPECTRE [S79]: We remove 1.5en suspected samples
only from the class with the highest QUE-score. We set
the base value of o to 4 for assessing the outlier score
7. Moreover, we set knax = 100 to find out the effective
dimension k for computing the outlier score.

S.ITII. ADDITIONAL T-SNE VISUALIZATION

In Figure S5, we plot the T-SNE visualization for samples
generated from other backdoor attacks on CIFAR10. When we
train the model with vanilla cross-entropy, there is a visible
separation between poison and benign samples only for ISSBA
Blend and SIG attacks. When extracting the representation
from models trained with label smoothing, we get better latent
separability except for LF attacks. Moreover, label smoothing
also tightens the cluster of poison samples in latent space. LS?
has a similar effect for poison and benign separation as label
smoothing but boosts the hidden separation for all attacks.

S.IV. AUM VALUES

In this section, we first present the AUM values associated
with various attacks, followed by a detailed discussion on the
relationship between these AUM values and cross-entropy.

1) AUM Values on More Datasets: Figures 6-9 give the
comprehensive AUM values and the corresponding density
on GTSRB, and CIFAR100. On GTSRB and CIFAR100, we

can obtain similar observations as CIFAR10. However, on tiny
datasets like GTSRB, the AUM values of poisoned samples
increase more rapidly. Meanwhile, as shown in Figure S6f, in
the later stages of training, the AUM values of SIG poison
samples are almost identical to the benign ones. There is
disparity only before the 10" epoch. For such tiny datasets,
the epoch T for re-smoothing can be set to a lower value, for
example, 7' = 2.

2) AUM versus Cross-entropy Loss: In this paper, we utilize
AUM as a metric to assess the “learning speed” of the model
for each sample. As discussed earlier, we observe that most
poison samples, except for SIG, exhibit a ‘“Hard-to-learn”
pattern. When comparing the results of hidden-separation-
based defenses with other types of defenses, we also observe
that this “Hard-to-learn” phenomenon may contrast with the
experimental observations obtained in the ABL paper [S72].

In ABL, cross-entropy loss is employed to measure the
“learning speed” for each sample, which only involves the
model’s outputs corresponding to the labels annotated in the
dataset. The authors of ABL found that the cross-entropy
training loss on the poison portion drops abruptly in the
early epochs of training. Such phenomenon suggests that the
backdoor samples are much easier to learn compared to the
clean ones, which seems to contradict the observation in our
paper.

To better understand this conflict, it’s essential to note
the differences between AUM and the cross-entropy loss
values. Unlike cross-entropy loss, AUM considers not only
the model’s outputs corresponding to the data labels but also
takes into account the runner-up outputs of the model (see
(5)). For common poison samples, the model’s probability
output is highest for the target class, leading to a small loss
value, as observed in ABL. For samples from label-flipping
backdoor attacks, the model outputs a large probability for
the original classes of those samples, akin to the noisy label
problem [S$27], resulting in small AUM values. Furthermore,
samples from clean label backdoor attacks, which do not
undergo label change but have their original patterns perturbed,
tend to exhibit higher AUM values.

S.V. ADDITIONAL DEFENSE RESULTS

Full numerical results of PreActResNet-18 and VGG19-BN
for various defenses against backdoor attacks are presented in
Tables SI-IV.

In line with Adap-Blend and Adap-Patch, all attacks in
our study were conducted with a low poison rate, as we
discussed in Section S.II. Consequently, some of the ASR
values of attacks may be lower than those reported in their
publications. Furthermore, previous studies [S8, S79] have
indicated that defending against backdoor attacks is more
challenging at lower poison rates than at higher ones. To
address this challenge, we opted to conduct our experiments
under such conditions.

According to our definition, P, is actually the recall metric
in traditional machine learning. Following SPECTRE and SS,
here, we only report the recall (P.,,). Moreover, as mentioned
in Section S.II, please note that the SS and SPECTRE al-
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Fig. S5. T-SNE visualization of penultimate layer’s activations of backdoor attacks BadNets, Blend, ISSBA and SIG on CIFARIO with different label
smoothing settings. The representations in the first row are extracted from models trained with vanilla cross-entropy.

gorithms filter out a fixed number of samples as the poison
samples, which allows us to derive precision from recall.

1) Results of PreActResNet-18: From Table SI, we can
observe that on CIFAR10, label smoothing and LS? primarily
enhance the effectiveness of SS and SPECTRE defenses.
These two training strategies have almost no enhancing effect
on AC defense. In the presence of very few poisoned samples,
LS? allows SS defense to defend against attacks such as
BadNets, ISSBA, and adaptive attacks that it previously could
not handle. Except for ISSBA and LC attacks, LS? boosts the
P values of SPECTRE defense to their highest in most cases.

On the GTSRB dataset, label smoothing and LS? aid in
improving the Py, values for AC, SS, and SPECTRE defenses,
as presented in Table SII. These two methods enable all three
defenses to eliminate the threat of adaptive attacks. However,
their effect on AC and SS defense is not stable for other
attacks, and they cannot guarantee comprehensive defense
against all types of backdoor attacks.

The results for CIFAR100 are shown in Table SIII. Similar
to CIFAR10, we observe that label smoothing and LS? primar-
ily enhance the effectiveness of SS and SPECTRE defenses.
However, it is worth noting that their impact on the SPECTRE
algorithm is particularly significant. In contrast to CIFAR10
and GTSRB, we found that the vanilla SPECTRE algorithm on
CIFAR100 can only defend against ISSBA and LF backdoor
attacks. Still, after applying label smoothing and LS?, the Py,
values for SPECTRE substantially increase. The combination
of LS? and SPECTRE is capable of defending against all types
of attacks.
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Fig. S6. The comparison of AUM value between benign and poison samples of PreActResNet-18 during training on GTSRB.
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Fig. S8. The comparison of AUM value between benign and poison samples of PreActResNet-18 during training on CIFAR100.
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TABLE SI
POISON SAMPLES REMOVAL PERFORMANCE COMPARISON OF PREACTRESNET-18 WITH VARIOUS HIDDEN SEPARABILITY BASED DEFENSES AGAINST
ATTACKS ON CIFAR10.

Attacks — (%) BadNets Blend ISSBA LF LC SIG A-Blend A-Patch
No Defense ASR 88.7 86.1 71.2 69.8 87.1 71.5 71.9 78.8
SS Prm 25.6 8.6 12.6 0.0 18.6 9.3 0.7 53
ASR 43.1 80.2 69.4 69.9 68.1 67.5 71.8 77.4
SS Prm 50.0 20.0 31.2 6 50.6 9.3 333 40 .0
+ LS ASR 10.5 71.4 36.1 68.1 20.1 68.3 52.5 44.6
SS Prm 71.8 5.0 78.4 53 29.3 6.0 72.7 63.3
2 ASR 4.6 86.2 24 68.2 45.4 69.4 2.7 5.1
+ LS
AC Prm 11.8 33 11.8 0 0 0.7 0.0 0.7
ASR 454 84.1 69.1 69.1 86.9 73.5 71.5 77.2
AC Prm 15.0 53 6.6 2.6 6.6 1.2 33 1.3
+ LS ASR 45.5 84.4 70.2 68.8 86.1 73.2 70.7 77.6
AC Prm 8.2 2.0 8.0 4.0 0.0 2.7 0.0 7.3
+ LS2 ASR 473 84.6 69.3 68.9 86.9 73.1 71.2 71.3
SCAn Prm 89.8 82.7 86.6 85.6 51.3 74.0 11.3 6.0
ASR 1.6 2.5 1.2 43 12.3 7.1 70.2 74.6
SCAn Prm 87.3 87.3 82.7 82.7 54.0 80.0 13.3 32.0
+ LS ASR 0.4 3.2 5.7 1.4 17.5 44 69.6 72.3
SCAn Prm 90.0 88.0 91.3 86.6 74.0 92.0 72.7 54.7
+ L2 ASR 0.6 15 2.4 1.1 8.6 1.2 51 135
Prm 85.4 74.0 98.6 83.3 100.0 100.0 2.6 4
SPECTRE ASR 4.6 7.1 2.1 5.1 0.1 0.5 71.2 77.2
SPECTRE Prm 90.0 84.7 97.2 18.6 98.6 2.6 66.7 78.0
+ LS ASR 24 2.5 2.3 40.2 0.1 73.3 13.7 43
SPECTRE Prm 89.8 86.7 97.2 84.6 97.3 100.0 82.0 80.0

+ LS2 ASR 32 2.1 3.1 24 0.1 0.5 24 25




TABLE SII
POISON SAMPLES REMOVAL PERFORMANCE COMPARISON WITH OF PREACTRESNET-18 VARIOUS HIDDEN SEPARABILITY BASED DEFENSES AGAINST
ATTACKS ON GTSRB.

Attacks — (%) BadNets Blend ISSBA LF LC SIG A-Blend A-Patch

No Defense ASR 73.81 89.2 71.8 90.3 532 583 78.0 553
SS Prm 81.5 71.3 72.6 37.6 23.6 33.8 484 26.8
ASR 4.7 23.8 7.9 81.5 47.7 40.3 66.3 49.9
SS Prm 62.4 70.1 56.1 60.5 29.3 36.3 89.2 84.1
+ LS ASR 11.3 21.9 16.7 24.2 46.2 36.2 6.2 3.4
SS Prm 91.1 63.1 63.1 45.2 42.7 33.8 94.3 96.6
2 ASR 1.24 24.7 10.4 80.1 15.4 40.3 4.3 2.5

+ LS
AC Prm 75.8 69.4 75.8 29.3 8.3 7.0 45.9 29.3
ASR 6.5 25.5 7.7 84.2 52.8 58.1 69.8 47.1
AC Prm 87.9 80.9 47.8 38.2 6.4 14.0 84.7 66.9
+ LS ASR 1.4 6.7 23.1 82.5 51.1 523 4.8 14.6
AC Prm 87.9 65.6 64.3 414 19.10 5.1 86.6 86.0
2 ASR 14 25.1 10.7 82.3 47.6 58.1 4.4 3.6

+ LS
SCAn Prm 82.0 69.3 79.0 75.8 753 52.0 54.0 34.0
ASR 1.5 29.5 2.7 1.3 1.3 19.7 60.5 42.7
SCAn Prm 89.3 82.7 80.2 73.8 75.3 442 51.2 37.3
+ LS ASR 0.7 7.4 1.6 4.7 1.3 23.1 61.1 44.1
SCAn Prm 93.0 91.1 84.7 84.7 86.7 70.7 81.2 61.3
+ 182 ASR 1.0 25 44 0.8 2.0 5.7 34 17.3
Prm 93.0 89.2 91.1 98.1 73.9 84.8 427 31.2
SPECTRE ASR 0.1 7.5 1.3 0.4 8.8 4.7 44.7 35.6
SPECTRE Prm 96.2 98.7 98.1 100.0 82.2 68.2 92.4 97.5
+LS ASR 0.2 25 1.1 0.5 1.8 6.5 4.5 2.6
SPECTRE Prm 95.5 94.9 95.5 99.4 82.8 79.6 96.8 98.1

+ LS2 ASR 0.1 2.5 0.5 0.4 1.8 4.55 44 2.5




TABLE SIII
POISON SAMPLES REMOVAL PERFORMANCE COMPARISON OF PREACTRESNET-18 WITH VARIOUS HIDDEN SEPARABILITY BASED DEFENSES AGAINST

ATTACKS ON CIFAR100.

Attacks — (%) BadNets Blend ISSBA LF A-Blend A-Patch
No Defense ASR 71.2 90.8 55.8 58.8 88.1 91.7
SS Prm 10.0 10.2 51.6 53.6 38.6 42.5
ASR 71.0 88.4 2.7 17.3 44.7 50.2
SS Prm 48.2 56.0 54.8 57.4 50.8 47.6
+LS ASR 20.1 80.4 34 13.1 46.1 49.0
SS Prm 44.8 57.8 51.0 482 47.4 48.6
+Ls2 ASR 23.1 79.3 2.7 17.3 46.1 47.6
AC Prm 84.0 10.8 32 80.2 4.8 9.0
ASR 2.1 88.8 53.4 2.7 88.3 90.3
AC Prm 73.2 10.2 6.6 14.8 7.4 26.6
+LS ASR 5.1 87.9 50.3 57.3 87.7 80.4
AC Prm 79.8 24.4 6.0 10.8 6.8 9.0
+Ls2 ASR 23 85.1 50.6 57.4 87.6 89.9
Prm 84.0 11.0 73.6 77.0 50.4 44.5
SCAn ASR 4.7 84.6 42 1.6 44.1 44.0
SCAn Prm 81.8 21.8 82.4 80.0 69.2 64.2
+LS ASR 2.7 85.2 1.1 0.7 6.2 6.2
SCAn Prm 83.2 60.0 83.4 79.2 81.6 824
+ LS2 ASR 15 71.2 1.2 2.7 4.1 0.4
Prm 10.0 8.2 70.4 76.2 44.8 452
SPECTRE ASR 70.2 88.6 0.4 29 46.8 45.5
SPECTRE Prm 80.8 58.8 85.4 72.4 73.8 70.8
+LS ASR 2.3 78.2 0.1 3.1 6.3 0.1
SPECTRE Prm 80.4 71.8 86.4 78.6 82.6 84.8
+ LS2 ASR 2.3 6.1 0.1 2.9 6.2 0.0
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